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1 Defined Terms

1 HdeduHnuyum Ha TepMUHU

The following terms and acronyms are integral to
the understanding of this Policy and have the
meanings assigned within this Section or as

TepMUHUTE 1 CbKpaLLleHUsiTa ca BaXKHW 3a
npaBuUITHOTO pa3bupaHe Ha HacToswaTa
Monutuka. Kpatknte nm gedumHMumMmn ca gageHu

referenced herein: no-gony:
Term Definition Cpok Ha OeduHnumsa
gorosopa
Board As a group or individually, any | YneH/-oBe Ha 3aeHo 1N nooTAEeNHoO —
Member(s) member of the DPM Board or Bopaa BCSIKO Nn1Le B CbCTaBa Ha
any member of the board of CbBeTa Ha gupekTopute Ha
directors of any DPM OMNMM vnn Ha Hsikoe oT
subsidiary or any individual OblUEepHUTE N ApY>XKeCTBa,
delegated equivalent authority KaKTO M1 BCSAKO NuLe, Ha KOEeTO
by the shareholder(s) of such aKuunoHep(-n) Ha Te3n
entity. OpPY>XeCTBa ca Bb3NOXuUnm
€KBUBANeHTHW NPaBOMOLLMS.
Business A team of Employees with a BbuaHec Exkun ot
Function and designated cost centre, or dyHKUMA © paboTHULW/CNYXUTENu C
Business multiple cost centres, PvkoBoauten OoTAeneH pasxoAeH LeHTbp
Function Head accountable for establishing Ha BusHec UINKN C HAKOSKO Pa3XoaHu
and maintaining business dyHKUUA LLeHTpOBE, YNUTO
systems, including through OTroBOPHOCTM BKNtoYBaT
Policy Documents, internal narpaxxgaHe v nogabpXxaHe Ha
controls, and applications; OusHec cuctemu,
managing or supporting BKINIOYNTESTHO Ype3 oUPMEHN
implementation; and providing NOSIUTUKKN, BbTPELLHN MEPKU
ongoing support to other 3a KOHTPOI U pasnuyHu
Employees and relevant Third NPUNOXEHNS; ynpaBneHme n
Parties. The Business CbAencTBue 3a BHeOpsiBaHE;
Function Head thereof is the oKasBaHe Ha noakpena Ha
individual accountable for the apyru paboTHuUM/cnyxntenm
Business Function. W TpeTu CTpaHu.
OTroBopHocTTa 3a busHec
PyHKLMATa Ce HOCK OT
HENHMAT PbKoBOgMTEN.
Business Unit DPM and each of its Sites, BusHec OINMM 1 BCAKO OT AbLUEpHUTE 1
and Business individually. The Business eanHuua n ApyXecTBa NooTAerHo.

collectively.

Unit Head Head thereof is the individual pbkoBoanten Ha | OTroBopHocTTa 3a busHec
accountable for the Business OunsHec egMHuLa | eguHULATa ce HOCK OT
Unit. HENHMAT PbKoBOguTEN.

Company or DPM and all its directly and KomnaHus nnu OMM 1 BCrYKkM obLiepHU

Group indirectly owned subsidiaries, pyna OpyXecTBa, YNUTO KanuTan

KOMNaHuATa nputexasa npsako
N Henpsako, B3ETU 3aeJHO.
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Company Information, in any medium or | MHdopmauums WHpopmaums, He3aBucnMmo ot

Information format, that is processed by Ha KomnaHuata | HelHus doopmaT unum cpeaa,
the Company for a specific KosiTo ce o6paboTBa OT
business purpose determined KomnaHusiTa c onpegeneHa ot
by the Company. In the Hes KOHKpeTHa 6u3Hec uen. B
context of Company KOHTEKCTa Ha dompMeHara
Information, the verb “to MHdOpMaUnd rnaronsT
process” includes any activity ,00paboTBamM” BKMouBa
that involves the use of OenHOoCT ¢ hupMeHa
Company Information (whether WMHpopmauns (pbyHa unu
through manual or automated aBTOMaTM3MpaHa) kaTo
means) such as the collection, cbbupaHe, 3anucBaHe,
recording, storage, retrieval, CbXpaHeHue, U3Bnn4YaHe u
use (i.e. organization, n3nonseaHe (Hanpumep 3a
adaption, alteration, OpraHn3aumMoHHM Lenu,
consultation, alignment, or agjanTupaHe, U3MeHeHue,
combination), disclosure (i.e. KOHCynTaymu,
transmission, dissemination, or CUHXPOHM3MPaHe unu
otherwise making available), KOMOVHauusi OT Te3n Lenu),
transfer to Third Parties, and OnoBecTsiBaHe (KaTo
destruction of information. HanpumMep n3nbyBaHe,

pasnpocTpaHeHne unm
npefocTaBsHe Mo ApYyr HauvH),
npegaeaHe Ha TpeTu cTpaHu u
YHULLIOXXaBaHe Ha
WHpopmauumaTa.

Confidential All Company Information that KoHpnaeHunan | LianaTta uHgpopmaums Ha

Information is not generally known to the Ha nHdopmaums | KomnaHuaTa, KOSTO He €
public. ny6an4HO JOCTbNHA.

DPM Dundee Precious Metals Inc. Ornm ~AbHan Mpewbc Metanc” UHK.
(the parent company (koMmnaHuATa-marka,
incorporated in Canada) or the yupeneHa B KaHaga) unu
Company depending on KomMmnaHusTa, B 3aBUCUMOCT OT
context. KOHTEKCTa.

Employee An individual engaged by the PabotHuk/cnyx | Jlnue, HaeTo oT KomnaHusaTa
Company on a full-time or part- | uten no TPYAOBO NPaBOOTHOLLEHMWE
time permanent, fixed term, or Ha NBHO UMW HEMbBIIHO
temporary basis, as well as a paboTHO BpeMe CbC CPOYEH
secondment employee, unn 6e3cpoyeH goroeop,
student, intern, or apprentice. BKITHOUNTESTHO U
For clarity, Employees also KOMaHAMPOBaHO Ha Apyro
include Company Officers. For paboTHO MSACTO MU BPEMEHHO
the definition of “Company HaeT CTYOEHT, CTaXaHT unm
Officer”, refer to the Subsidiary npakTukaHT. 3a noBeve
Governance Standard. SICHOTa, KaTeropusita

paboTHUK/CNYXXUTEN, BKMOYBA
W YneHoBeTE Ha BUCLUETO
PBKOBOACTBO/ AMbXHOCTHUTE
nvua Ha KomnanwusTa. 3a
uenute Ha geduHuumaATa
“0BbXHOCTHO NMLe Ha
KomnaHusita”, npaeu
npenpatka kbM Cma+Hdapm 3a
ynpaesneHue Ha ObWwepHuUme
dpyxecmea.

Executive As a group, the President & U3nbnHuTeneH 3aegHo - Mpe3naeHTbT n

Committee Chief Executive Officer and all | komuteT MaBHUAT N3NbIHUTENEH

executive vice presidents and
senior vice presidents of DPM.

aupekTtop Ha OMNM, kakTo un
BCUYKM M3MbNHUTENHN
BuLenpe3ngeHT n Ctapum
BULIENpPEe3nOeHTH Ha
KOMNaHusaTa.
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Information The inadvertent or deliberate HeoTopuaupaHo | HenpegHamepeHo unm
Breach disclosure of Company paskpuBaHe Ha YMULLMEHO pa3KpuBaHe Ha
Information to Employees, UHopmMaLms UHcpopmauums 3a KomnaHuata
Third Parties, or external npen paboTHuLmM/CnyxXuTenu,
parties, who do not have a TpeTn cTpaHu UK BBHLUHK
legitimate business purpose to CTpaHu, KOUTO HAMAT
access such Company OCHOBAaTenNHN BU3HEC NPUYNHK
Information, and/or the theft of, 3a JocTbn [0 Takasa
loss of, or unauthorized access WMHpopmauums, nvnm kpaxoba,
to Company Information 3aryba, unm HeoTopusnpaH
because of improper [OCTbN A0 Hed nopaaun
processing (including as a HenpaBunHa obpaboTka,
result of deliberate attempts by BKMNIOYNTENHO B pe3ynTtaT oT
unauthorized external parties). HapyLleHne Ha U3UCKBaHWA
KbM CUrypHOCTTa (Hanpumep B
pesynTtaT OT yMULLMEHN ONUTK
Ha HEOTOPU3NPAHN BBHLUHU
nmua).
Information The Head of the Business CobcTtBeHuk Ha | PbukoBogutensaT Ha BusHec
Owner Function in or from which the nHpopmaumsita | QyHKUUS, B KOATO UK OT
Company Information KOSITO Mpousnunsa
originates. MHdopMaunsa Ha KomnaHusara.
Information An identified or identifiable Cy0ekT Ha NaeHTnduumpaHo nnm
Subject natural person to which MHdopMaLma Bb3MOXHO 3a
Personal Information relates. naeHTudmunpaHe puandecko
nvue, 3a KoeTo ce oTHacs
onpegeneHn NUYHM aHHU.
Material Any information relating to the | CblecTBeHa Bcska uHdopmaums, KoaTo ce
Information business and affairs of the MHdopmMaums oTHacs 3a busHeca n
Company, that results in, or nenHoctTa Ha KomnanusaTa,
would reasonably be expected YNNTO pe3ynTaT ¢ OCHOBaHUe
to result in a significant change MOXe [a ce o4akBa, 4ve Lie
in the market price or value of NPUYMHN 3HAYUTENHU MPOMEHN
the Company's securities. Also B NasapHaTta ueHa unm
see Disclosure and Insider CTOMHOCTTA Ha LUEHHUTE KHWXa
Trading Policy for a non- Ha KomnaHusaTta. OcBeH ToBa,
exhaustive list of examples of BwxTe lNonumukama 3a
the types of events or oriogecmsigaHe Ha
information that may be UHGgopMayusi U mbpa20o8us ¢
material. UEHHU KHUXa om cmpaHa Ha
nuya, pasnonazawju ¢
ebmpelwHa UHghopmayus, B
KOSITO UMa cnuckk ¢ lpumepu
3a UHGopMayusi, KOSIMO MOXe
0a e CbuwecmeeHa.
Material Non- Any Material Information which | CbecTtBeHa Bcska cblyecTBeHa
Public has not been generally Heny6nu4yHa MHOPMaLIUSA, KOSATO He e
Information disclosed by dissemination to MHdopMaLmsa Ovna onoBecTeHa ypes

the public through a news
release.

pasnpocTpaHeHue B
ny6rMYHOTO NPOCTPAHCTBO
ypes npeccbobLleHne.
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Personal Any information identifying an JInyum gaHHn Bcaka nHdpopmaums, kosato

Information Information Subject, or naeHTudpuumpa Cybekra Ha
information relating to an MHdOpMauuaTa, unm
Information Subject that the MHdOpPMaLUs, CBbp3aHa C
Company can identify (directly TO3u CyBekT, KoATO
or indirectly) from that data KomnaHusita moxe ga
alone or in combination with naeHTuuumpa (QUPEKTHO unu
other identifiers the Company WHOWPEKTHO) OT cCaMuTe AaHHU
possesses or can reasonably Unun B KOMOMHaUUS ¢ Apyru
access. This includes an naeHTumKaTopu, KOMTO
identifier such as a name, an KomnaHusiTa nputexasa nnu
identification number, location [10 KOUTO MOXe Aa nma
data, an online identifier or pgocTtbn. ToBa BKOYBaA
factors specific to the physical, naeHTudurkaTopu KkaTo nme,
physiological, genetic, mental, naeHTUdrKaunoHeH Homep,
economic, cultural, or social OaHHU 32 MECTOMONOXEHNE,
identity of that Information OHNavH NgeHTUUKaTop M
Subject. hakTopu, KOUTO KOHKPETHO Ce

OTHacAT 3a usnyeckaTta,
dm3monornyHaTa, reHeTnyHa,
ncuxuyecka, MKOHoOMU4Yecka,
KynTypHa u coumarnHa
naeHTu4HocT Ha CybGekTa Ha
MHdopMauuaTa.

Privacy The protection of Personal HenpukocHoBeH | MNpeacTtasnssa 3awuTa Ha
Information processed by or on | ocT Ha JInyHnTe gaHHK, kouto ce
behalf of the Company. uHpopmaumsta | obpaboTBart OT UNM OT UMETO

Ha KomnaHugTa.

Privacy Laws All laws and regulations 3akoHu 3a Bcuykn 3akoHn u Hapenbu,

pertaining to Personal HEeNpPUKOCHOBEH | Kacaeluu 3alimta Ha NUYHuTe

Information privacy, that are
applicable to the Company,
including but not limited to the
Canadian Personal Information
Protection and Electronic
Documents Act (PIPEDA) and
the European Union General
Data Protection Regulation
(GDPR).

OCT Ha NUyHUTE
OaHHU

[aHHKu, kouto KomnaHuaTa
TpsbBa ga cnasea,
BKMNIOYNTENHO, HO HE cCaMo,
KaHaackus 3akoH 3a 3awuma
Ha nuyHuUme OaHHU U
er1IeKmpoHHUMe OOKyMeHmMuU W
Obuwus peznameHm 3a
3awuma Ha rnu4HuUme GaHHU
(GDPR) Ha EC.

Site and Site
Head

Each and any DPM operation
together with directly
supporting management
service companies, as well as
each and any advanced
exploration property or
development project. The Site
Head is the individual
accountable for the Site.

OpyxecTtBo n
PwkoBoguTen
Ha Opy>XecTBO

Bcesiko gpyxectso Ha MM
3aeHo C apyxecTBaTta, KoUTo
NpsiKo NpenocTaBaT
yNpaBneHCKN YCnyrun, Kakto un
OpyxecTBaTa B HanpeaHan
eTan Ha peanusauus Ha
npoy4BaTeNHN ENHOCTU NNn
WHBECTULIMOHHN
npeanoXxeHuns.
PbkoBoONTENAT Ha OPYXXECTBO
€ NNUEeTo, KOeTo Hocn
OTrOBOPHOCTTA 3a HEro.
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Third Party

An individual, company, or
other entity, that is interested
in entering into or has an
existing business relationship
with the Company. Third
Parties include, but are not
limited to, suppliers,
contractors, advisors,
consultants, agents, brokers,
lobbyists, donation and
sponsorship beneficiaries,
customers, and joint venture,
merger, and acquisition
partners.

TpeTta cTpaHa

dur3MYECKO NN KPUANYECKO
nnue cbec cTonaHcka unm
apyra uen, koeTto e B 6usHec
OTHOLLIEHMS UNN UMa UHTEPEC
[a ycTaHOBW TakMBa
OTHoOLLEeHMs ¢ KomnaHusATa.
KaTeropusita BKnoYBa, HO He
ce orpaHuvaBa o
[ocTaBymLUm,
noau3nbIHUTENN, CbBETHULLN,
KOHCYNTaHTW, areHTy,
Opokepu, nobuctu,
OeHedUUNEHTN Ha JapeHus n
CMOHCOPCTBO, KIMMEHTHU U
NapTHLOPU B CbBMECTHMU
npegnpusiTUsS, CriMBaHus u
npungobnsaHus.
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2 Purpose and Scope

2 Uen un obxeaTt

The purpose of the Information Protection Policy
(this Policy) is to facilitate the protection of
Company Information in accordance with
applicable legal requirements and Company
internal commitments.

LlenTta Ha [Tonnumukama 3a 3awuma Ha
UHghopmayusima (HacTtosiwaTa lNonnTtuka) e ga
ocurypsiea 3almra Ha uHpopmaumsita Ha
KomnaHusiTa cbrnacHo NpUoXXumMmMTe 3aKOHOBU
W3NCKBaHUS N BbTPELLHUTE aHraXXUMeEHTU Ha
KomnaHugara.

The Policy defines the Company’s approach to
protecting Company Information, including
Personal Information and sets out the Company’s
information protection framework. This Policy is
applicable across the Group to all Company
Information. All Board Members, Employees and
Third Parties who process Company Information
are required to follow this Policy.

LlenTa Ha Ta3u Nonntnka e ga onpeaenu
noaxoda Ha KomnaHusiTa KbM 3alumMTaTa Ha
MHdopMauusaTa Ha KomnaHusaTa, BKIOYUTENHO
Ha JInyHuTe gaHHW, 1 Aa 3ajaje paMkaTa 3a
3awmTa Ha compmeHaTa nHdopmauus. Tasm
nonuTunka Baxku 3a usnara (pyna u yanarta
MHopMauusa Ha KomnaHuata. Benyku uneHose
Ha Bopgaa, paboTHuuu/cnyxutenu n TpeTn
CTpaHu, Kouto obpaboTBaTt MHOpMaLUS Ha
KomnaHuaTa ca onb)KHM Oa cnassaT Tasu
MNonutuka.

3 Information Protection Principles

3 [lpuHuMnu Ha 3awmTa Ha
MHdopMauunaTa

Company Information is an important asset, on
which the Company relies to empower activities
and decision making that help fulfil the
Company’s strategic objectives. It is a key
resource for meeting regulatory requirements,
achieving transparency, making informed
decisions and staying competitive.

WHpopmaumaTa Ha KomnaHusaTa e BaXKeH akTus,
Ha konTo KoMnaHudaTa pasdnta 3a ocurypsisaHe
Ha JeNHOCTUTE 1 B3UMaHe Ha peLleHus], Taka Ye
[a ce peanuanpar cTpaTermdeckuTte Lenu Ha
KomnaHusita. iHbopmaumaTa e kno4voB pecypc
3a cnasBaHe Ha perynaTopHu U3UCKBaHWS, 3a
nocTuraHe Ha NPo3payHoCT, B3MMaHe Ha
VMHOPMUPaHU peLLEHNs U NogabpXKaHe Ha
KOHKYPEHTOCNOCOBHOCTTA.

The Company is committed to protect the
integrity, confidentiality, and availability of
Company Information by various means including
categorization, sensitivity labeling, technical
safeguarding, and response strategies, which will
be used during Information Breach or information
systems failure. Information protection at the
Company is based on risk-aware decision
making, which ensures consideration of the full
potential of the surrounding threats, the current
level of protection and the costs that will be
incurred in case adverse effects materialize.

KomnaHusita ce aHraxupa ga 3awmrasa
WHTerpuTeTa, KOHMOeHUManHocTTa 1
HanM4yHOCTTa Ha MHopMaLuaTa cu Ypes
pasnuyHu CpeacTBa, BKITYNTEITHO
KaTeropuaupaHe, otbensassaHe Ha
YYBCTBUTEMHOCTTA Ha JaHHUTE, TEXHNYECKU
3alUnUTK 1 cTpaTeruun 3a peakums, KOMTo aa ce
n3anonseaTt npy HeoTopusnpaHo paskprBaHe Ha
WHpopMaLnsa UM CpmB Ha UHPOPMALIMOHHUTE
cuctemu. 3awmTara Ha MHopmauudaTa B
KomnaHusita e 6a3upaHa Ha OpUEHTUPAHO KbM
pvcka B3MMaHe Ha peLleHusl, KOeTO OCUrypsiBa
pasrnexgaHe Ha MbJHWS NoTeHUMan Ha
3annaxvTe, HacToSALLOTO HMBO Ha 3aLuTa, KakTo
1 pa3xoguTe, KOUTO B1xa Bb3HUKHAMNW, ako ce
peanuaupar TakvMBa 3anfiaxu CbC 3HAYUTENEH
HeraTvBeH eekT.

All Company Information will be treated as
Confidential Information. A non-exhaustive list of
basic actions which Board Members, Employees
and Third Parties can take to safeguard
Confidential Information is provided in Appendix A
— Guidelines for Safeguarding Confidential
Information.

Lisnata nHdopmauusa Ha KomnaHusaTa ce
TpeTupa kato KoHduaeHuunanHa. B MNpunoxeHve
A — Hacoku 3a 3awuta Ha KoHdmaeHumanHaTta
WHpopmaLms e AafeH HemsdepnaTeneH CNUChK C
OCHOBHUTE OENHOCTU, KOUTO TpsibBa Aa ce
npeanpvemar OT CbOTBETHUTE YNeHOBe Ha
Bopaa, paboTHuum/cnyxutenu n TpeTun cTpaHu
3a 3awmta Ha KoHunaeHumanHaTa nHdopmaums
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Material Non-Public Information is one of the
subcategories of Confidential Information. As
such, it is protected by this Policy and managed
by the Disclosure and Insider Trading Policy,
which governs confidentiality, disclosure and
trading requirements and restrictions, applicable
to Material Information.

CobuecTtBeHaTa HenybnmyHa nHopmaums e
efHa ot nogkateropunte KoHdbugeHumnanHa
WHcpopmauums. B ToBa cu KayecTBo, T8 e
3awmTeHa oT HactosiwaTta Monutuka u ce
ynpaensiBa cbrnacHo MNonutukarta 3a
OMNoOBECTsIBaHE Ha MHAOPMaLMs U TbProBus ¢
LeHHM KHMXXA OT CTpaHa Ha nvua, pasnonaraliu ¢
BbTpeLIHa MHopmauusi, KoATo onpeaens
N3NCKBaHMSATa OTHOCHO KOHMAEHUMANHoCTTa,
OMOBECTSIBAHETO, ThProBUSITA C LLEHHU KHWXA U
CbOTBETHUTE OrpaHNYEeHMsl, KOUTO ca NPUNOXKNUMU
3a CbulectBeHaTa MHdopmauus.

4 Information Protection Framework

4 Pawmka 3a 3awmta Ha uHopmauyusita

The information protection framework is
organized by pillar along the lines of information
categorization, breach prevention, and retention,
all of which apply to all categories of Company
Information. Additionally, special considerations
are given to Personal Information pursuant to the
Personal Information Privacy pillar and the
Privacy principles discussed below. To meet the
requirements of the information protection
framework, all Company Information is assigned
an Information Owner.

PamkaTa 3a 3awmrta Ha nHgopmaumsTa e
opraHuanpaHa OKOoJo CregHuUTe HSKOIKO CTbba -
KaTeropumaupaHe Ha UHopmauusTa,
npegoTBpaTaABaHe Ha HEOTOPU3UpPaH AOCTbN U
CbXpaHeHue, KOUTO BaXkaT 3a BCUYKM KaTeropum
uHpopmaums Ha KomnaHuaTa. OcseH ToBa ce
oTAensa cneumanHo BHMMaHue Ha JIndHuTe gaHHu
CbIMacHO N3NCKBaHUATa U NpUHUUNUTE 3a
HeI'IpI/IKOCHOBeHOCT Ha NMM4HNUTE AaHHWU, KOUTO Ca
aetannusnpanu gony. C ornea Ha cnassaHe Ha
pamMkaTa 3a 3awuTa Ha nHdopmaumaTa,
KomnaHusita e onpegenvna cobCTBEHMK Ha BCSKa
dmpmeHa HopMauus.

4.1 Information Categorization

4.1 KateropusvpaHe Ha nHgopmMaumsaTa

Information categorization involves the
classification of Company Information based on
disclosure requirements, sensitivity, impact in the
event of Information Breach, and volume.
Information categorization allows visibility over
the business value of Company Information and
helps reduce the negative impact of information
loss by tailored application of relevant protection
measures. The requirements for Company
Information categorization are further specified in
the Information Categorization Standard.

KaTeropuampaHeTo Ha nHpopmaLmsiTa BKIoYBa
KnacuduumpaHe CbriacHO U3MCKBaHUATa 3a
OMNoBeCTSABaHe, YyBCTBUTENHOCT B Cy4ai Ha
HeoTtopuanpaHo paskpuaHe, n obem.
KaTteropusupaHeTto Ha nHdopmaumata
BU3yanuanpa busHec CTOMHOCTTa Ha
uHdopmaumaTa Ha KomnaHuaTa u Hamansiea
HeraTMBHOTO Bb3JleNCTBUE OT 3arybaTa Ha
MHdopMaLns Ypes NpeLnsHo npunaraHe Ha
MepkM 3a 3awmTa. NaucksanusTa 3a
KaTeropmaupaHe Ha MHopmauusita ca
petannuanpaHm B CmaHOGapma 3a
Kameaopu3upaHe Ha uHghopmayusima.

4.2 Information Breach Prevention

4.2 TpepoTBpaTaBaHe Ha HeoTopuaupaHo
paskpuBaHe Ha MHdopmaLns

Information Breach prevention involves manual
and automated activities and controls, which are
designed and implemented to prevent, reduce the
likelihood of, or detect and address Information
Breach while facilitating access and retrieval.
Information Breach prevention rules will be
designed and applied based on the Company
Information category and in accordance with the
principles of risk-aware information protection.
Information Breach prevention requirements are
further specified in the Data Loss Prevention
Standard.

MpepoTtBpaTaBaHeTo Ha HeoTopusupaHo
paskpvBaHe Ha MHOpMaLmsa NpeacTaBnsisa
PBYHM UMK aBTOMATU3UPaAHN OEVNHOCTU U
KOHTPOMW, YMATO LIeN e Aa npegoTBpaTaBar 1
HamansiBaT BEpOATHOCTTa OT UNn Aa 3acu4aTt u
pearmpat Ha HeoTopuaupaHo paskpvBaHe Ha
nHdopmaLumsa Ypes ocurypsiBaHe Ha 4OCTbN 0
nHdopmaumaTa U HEMHOTO Bb3CTaHOBSIBaHe.
lMpaBunaTa 3a NpegoTBpaTABaHe Ha
HeoTtopuanpaHo paskpuBaHe ca 6asmpaHu 1
cnefBa Aa 6baart npunaraHu Bb3 OCHOBA Ha
KaTeropusita Ha nHdopMaumaTa 1 B
CbOTBETCTBME C NPUHLUUNNTE Ha 3aLLNTa,
OCHOBaHa Ha cbobpas3eHuTe puUCKoBe.
MN3uckeaHunaTa 3a npenoTBpartdBaHe Ha
HeoTopuanpaHo paskpvBaHe ca AeTannmanpaHu
B CmaHdapm 3a npedomepamsieaHe Ha 3acyba
Ha 0aHHU.
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4.3 Information Retention

4.3 CobxpaHeHve Ha nHdopmMaumsaTa

Information retention involves the storage,
recovery and disposal of Company Information to
support information availability and disposal of
information that is no longer needed. Information
retention requirements are further specified in the
Data Retention, Sanitization and Destruction
Standard.

CbxpaHeHneTo Ha nHdopMaumsaTa BKMYBa
HEeWHOTO 3anasBaHe, U3BMNNYaHe N yHULLIOXaBaHe
C Lern ga ce ocurypu HanumyHocT Ha
WH(popmMaLumaTa, KoaTo e Heobxoamma u
YHULLIOXXaBaHe Ha Ta3u, KOSTO Beye He e
Heobxoamma. N3ncksaHmaTa KbM CbXpaHeHue Ha
WH(popmauumsaTa ca getannuanpann B CmaHdapm
3a CbXpaHeHuUe, CaHUMuU3UpaHe U yHuloxasaHe
Ha daHHu.

Requirements for backup and information disaster
recovery are designed to meet the Company’s
business continuity objectives while minimizing
the adverse effect on safety and avoiding
operational downtime and failure to meet
Company commitments.

M3uncksaHnaTa 3a 6ekbn 1 Bb3cTaHOBSABaHe Ha
MHpopmauumsTa npu 6eacTeuns n aBapm ca
nedvHMpaHu, Taka Yye ga oTroBapsT Ha
M3NCKBaHMATA 3a HEMPEKbCHATOCT Ha BusHeca,
[a MUHUMM3UpAT HeraTuBHUTE edPeKTU BbPXY
CUrypHOCTTa, Aa ce nsberHaT npecrtonTe B
NPOn3BOACTBOTO U Aa Ce CNassAT aHraXKMMEHTUTE
Ha KomnaHusaTa.

To satisfy the need for timely destruction of
Company Information, retention periods will be
identified for all Company Information in all media
and formats. Retention periods will be defined for
each Business Unit based on prevailing
regulatory, licensing and business requirements.
Company Information will be retained for no
longer than its predetermined retention period
after which it will be destroyed, and relevant
media sanitized, if applicable.

C ornea Ha HaBPEMEHHOTO YHULLIOXaBaHe Ha
nHdpopMauusTa Ha KomnaHusTa, 3a Bcska
nHpopMaLms ce onpeaensT nepuoan 3a
CbXpaHeHue, 3a CboTBeTHUTE hopmaTu 1 cpeaa
Ha cbxpaHeHwue. [NeproanTe 3a CbxpaHeHue Ha
AaHHK ce onpenensT 3a Bcska busHec eguHuua
CbIMacHO HOPMAaTUBHWTE, NIULEH3VOHHN 1
onepaTMBHU U3NCKBaHWS. MIHcbopMaumsiTa Ha
KomnaHusita ce cbxpaHsiBa He Mo AbAro oT
yKasaHusi Nepuoj 3a CbxpaHeHue, cref KoeTo ce
YHULLOXaBa M CboTBETHAaTa cpeaa ce
CaHMTM3MPa/NoYMCTBa, aKo TOBa e HeobXoanMo.

Personal Information will be stored for only as
long as necessary to fulfil the purpose(s) for
which it was collected and while stored, will be
accessible by Information Subjects as explained
below.

JInyHnTe OaHHKM ce CbXpaHsiBa camo 3a BPEMETO,
KOeTO e HeobxoaAnMOo 3a NocTuraHe Ha LenTa, 3a
KOATO ce cbbupat n cbxpaHasart. Tasu
WHpopmauma e goctbnHa 3a CybekTta Ha
MHpopMaUMATa, KaKTO € 0BSACHEHO Jony.

4.4  Personal Information Protection

4.4  3awuta Ha NUYHUTE OaHHU

Personal Information will be safeguarded from
breach and retained as described above. In
addition, the Company will process Personal
Information fairly, lawfully, for specified purposes
and in a transparent manner in relation to the
Information Subject. In particular:

JInyHnTe gaHHM ce 3aWwmTaBa OT HEOTOPU3UPAHO
OMOBECTSIBAHE N Ce CbXPaHsABaT, KaKTo €
onncaHo no-rope. OcseH ToBa, KomnaHusita
obpaboTBa NMMYHUTE OaHHM CnpaBensiMBo,
3aKOHHO, 3a KOHKPETHM Lienn 1 Nno npo3payeH
Ha4yMH no oTHoweHue Ha CybBekTa Ha
nHpopmauumsata. KoHKpeTHO:

e Personal Information will be requested from
the Information Subject together with a
clearly identified purpose(s) for collection
and use;

e JlnyHuTe gaHHU ce uauckeat ot CybekTa Ha
nHdopmaums, KaTo ce Noco4Ba sicHa
uen/uenu 3a HEMHOTO CbOUpaHe n
non3BaHe.

¢ Personal Information will be processed only
on the basis of applicable legal grounds (i.e.,
the Information Subject has given their
consent; the processing is necessary for the
performance of a contract with the
Information Subject; to meet the Company’s
legal compliance obligations; to protect the
vital interests of the Information Subject or to
pursue the legitimate interests of the
Company);

e JlnyHnte aaHHM ce obpaboTBaT camo
CbrNacHo NPUNoXMMUTE 3aKOHOBU
OCHOBaHus (T.e., C AeKrnapupaHo cbriacue
Ha CybekTa Ha UHopmauumsTa; korato
obpaboTkata e Heobxoanuma 3a U3NbIHEHNE
Ha goroBop ¢ To3u CybekT; 3a ga ce cnasat
3aKoHoAaTEeNHU U3UCKBAHUS KbM
KomnaHusaTa; 3a 3almnTa Ha KXU3HEHUTE
nHTepecu Ha CybekTa nnu 3a 3awmuTa Ha
3aKOHHWTE UHTepeck Ha KomnaHusTa);

¢ To the extent feasible, the Company will
inform the Information Subject of the
processing of their Personal Information;

e [1OKONKOTO € NPaKTU4EeCKN Bb3MOXHO,
KomnaHusita nHpopmupa CybekTta Ha
MHOpMaLIMSA 32 HETOBUTE NINYHW OAHHW;
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e Personal Information will be processed
only for the purpose(s) identified by the
Company, except with the consent of the
Information Subject, or as required by
law;

e JlnyHnTe gaHHM ce obpaboTBaT camo 3a
LenuTe, KOMTO ca NOCOYEHN OT
KomnaHusiTa, OCBEH CbC Cbhrnacue Ha
CybekTa Ha UHopmaLmAaTa, KakTo ce
M31CKBa OT 3aKOHOAATENCTBOTO;

e Personal Information will be kept
accurate, complete, and up-to-date and
corrected or deleted when inaccurate;

e JlnyHuTe OaHHK ce nogabpXaT TOYHMU,
NBITHU N aKTyalriHu U ce Kopurnpart nnum
N3TPMBAT, KOraTo Ca HETOYHNU;

e Information Subjects will be provided with
access to the Company’s procedures
related to the management of Personal
Information;

e CybekTnTe Ha UHopmaums nonyyaeat
Joctbn o npoueaypute Ha KomnanusTa,
CBbp3aHu C ynpaBrieHNeTo Ha JInyHute
OaHHM

o Information Subjects will be informed of
the existence, use, and disclosure of their
Personal Information and will be given
access to and the ability to correct that
information; and

e KomnaHnusaTa nHgopmupa Cybektute Ha
MH(OpMaLMs 3a CbLLECTBYBaHETO,
M3MOoNi3BaHETO N OMOBECTABAHETO Ha
TexHute JIM4HW JaHHW, 1 UM daBa 4OoCTbMN
00 TSX U Bb3MOXHOCT Aa M KOpurnpar,; U

e Information Subjects will be provided with
information on their rights when it comes
to how the Company process their
Personal Information.

e KomnaHnusaTa nHgopmmpa Cybektute Ha
MHdopmaLuns 3a TEXHUTE Npaea no
OTHOLUEHME Ha TeXHUTE JINYHW JaHHW,
kouto KomnaHusita obpaboTsa.

5 Role Relationships, Authorities, and
Accountabilities

5 Bsaumopgencrteus, npaBoMoOLUUS U
OTrOBOPHOCTU, CBbP3aHM C ponuTe

To facilitate compliance with this Policy, certain
roles are defined in Section 1: Defined Terms,
and related relationships and accountabilities are
prescribed herein as regards the owners and
users of Company Information.

Hsikon ponn ca pedwmHnpanu B Pasgen 1, 3a ga
Ce ocurypm CbOTBETCTBME C HacTosLwaTa
MonuTuka. Tyk ca gageHun geovHupaHn TEPMUHMN,
OTFOBOPHOCTU 1 OTHOLLEHUST MeXay
cobcTBeHMUUTE 1 NonsBaTenuTe Ha MHopmauns
Ha KomnaHwusTa.

5.1 Business Unit Head

5.1 PwkoBoauTen Ha busHec egnHuua

Business Unit Heads are accountable to ensure
that processes and controls, designed in
compliance with the requirements of the pillars of
the information protection framework set out in
this Policy, are implemented, and enforced in
their respective Business Units. The Business
Unit Head is accountable for the custody and
protection of Company Information in physical
format.

PbkoBogutenute Ha 6M3HEC eaMHULM HOCAT
OTrOBOPHOCT 3a TOBa NPOLLECUTE U KOHTPOIM
MepKu B cboTBeTHaTa busHec eguHmnua aa ca
pa3paboTeHun B CbOTBETCTBME C N3NCKBAHUATA Ha
pamkaTta 3a 3awmta Ha MHdopmauuaTa,
onpeaeneHa B HactosiwaTta Nonutuka. OceeH
ToBa, PbkoBoautennte HOCSAT OTTOBOPHOCT U 3a
BHegpsiBaHe U U3NbIIHEHME Ha pa3paboTeHuTe
npouecun N KOHTPOJNn B CbOTBETHUTE Busnec
eavHuumn. PrkoBoguTenaT Ha busHec eanHmuata
HOCK OTTOBOPHOCT 3a MOMEYNTENICTBOTO U
3awmTarta Ha uHpopmaumsaTa Ha KomnanusaTta
BbB hm3nyeckm coopmar.

5.2 Information Owner

5.2  CoOCTBEHUK Ha MHdopmauusaTa

The Information Owner is accountable for the
compliance with the requirements of this Policy,
including but not limited to Information Owner
oversight of the Employees within the respective
Business Function and the Third Parties, dealing
with the respective Business Function.

Cob6CcTBEHMKBT Ha MHbOpMaLUsATa HOCK
OTrOBOPHOCT 3a CrMa3BaHeTo Ha HacToswaTa
MonuTuKka, BKIOYUTENHO HO HE CaMO 3a KOHTPOn
BbpXy paboTHUUMTE/CNy>XUTENUTe B CbOTBETHATa
BusHec yHKLMA 1 BbpXY TpeTu cTpaHu, KOUTo
UMaT OTHOLLEeHUa ¢ Ta3n busHec dyHKUmuATA.

6 Effective Date and Review of this
Policy

6 [larta Ha Bnu3aHe B cuna u nperrnean
Ha HacToswwms NMNonuTtuka

Board Members, Employees and Third Parties
must comply with all requirements described
within this Policy as of the Effective Date.

UneHoBeTe Ha bopaa, paboTHuumuTe/cnyxutenu
n TpeTn cTpaHu ca ANbXHN Oa cna3BaT BCUYKK

M3NCKBaHMS, onucaHn B HacTosiwaTta MonuTtuka

OT garara Ha BNu3aHeTo 1 B cuna.
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This Policy will be reviewed every three years and
updated as necessary.

HacTosiwaTta NonuTtuka ce npepasrnexaga Ha
BCEKW TPW roanHN 1 Npu HeobxXxoauMocCT ce
akTyanusupa.

7 Compliance with this Policy
Document

7 CbOTBETCTBME C HACTOALMSA
[OKYMEHT

Failure to comply with this Policy may subject a
Board Member, Employee or Third Party to
corrective action by the Company as described in
the Code of Business Conduct and Ethics.

3a HecnasBaHe Ha HacTosiwara NonuTuka moxe
na 6baaTt HanoXeHW KOPEKTUBHN MEPKM Ha YIeH
Ha Bopaa, paboTHuk/cnyxuten nnmn TpeTa
CTpaHa cbrnacHo lMpasunHuka 3a busHec emuka
u nosedeHue.

8 Appendices

8 [punoxeHus

The following appendices are integral to the
understanding of this Policy Document:

N36poeHuTe gony npunoXxeHus ca BaxHu 3a no-
[obpoTo pasbupaHe Ha HacTosiwaTta NonuTurka:

e Appendix A — Guidelines to Safeguard
Confidential Information

o [lpunoxeHune A — Hacoku 3a 3awwmta Ha
KoHduaeHumanHaTta nHgopmayms
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Appendix A: Guidelines to Safeguard
Confidential Information

MpunoxeHne A: Hacokn 3a 3awmTa Ha
KoHnaeHunanHaTta nHgopmauma

The following is a non-exhaustive list of basic
actions that can be taken to safeguard Confidential
Information:

Hony e gageH Hem34vyepnaTerneH CnchK ¢
OCHOBHUTE JENCTBUs, KoMTO TpsbBa ga ce
npeanpuemMar 3a 3awmTta Ha KoHdumaeHumanHata
WHpopmaums:

. Confidential Information should be
discussed only in places where the discussion
cannot be overheard.

o KoHdugeHumnanHa nHpopmaums ce obecbxaa
camMo Ha MecTa, Ha KOMTO ApYru nuua He
MoraT a YysiT 06CxaaHeTo.

o Documents or electronic files including
Confidential Information should be read or
viewed only in places where such documents
or electronic files cannot be inadvertently
viewed.

o JlokyMeHTUTEe U eneKkTpoHHUTE hbannose,
Kounto BkntouBaTt KoHpuaeHumanHa
nHpopmauus, ce yetaTt/ n3BexaaT Ha ekpaH
caMo Ha MecCTa, KbaeTo Apyru nuua He morat
cnyvariHo fa rv Buagr.

e Documents and electronic files containing
Confidential Information should be kept in a
safe place to which access is restricted.

e [loKyMeHTWUTE W gurnTanHuTe Konus
(dparnose) ¢ KoHpraeHumnanHa nigopmauus
ce AbpxaT Ha 6e3onacHO MACTO C OrpaHuyeH
JOCThI.

¢ Transmission of Confidential Information by
electronic means, including by email or
through the internet, should be made only
where it is reasonable to believe that the
transmission can be made and received under
secure conditions.

e UM3npawaHeTo/ NpexBbpnsHETO Ha
KoHdmaeHuunanHa nipopmaums no
€MEeKTPOHEH MbT, BKITHOYUTENHO NO U-MEWN n
VIHTepHET ce nNpaBu caMo Korato C OCHOBaHue
MOXe [a Ce CuYMTa, Ye MHdopmaumsaTa e
O6bae nonyyeHa no 6e3onaceH HayuH.

o Documents or electronic files containing
Confidential Information should not be copied
unless necessary.

o JlokyMeHTUTEe U JUrnTanHuTe Konus ¢
KoHdpnaeHumnanHa nHidopmaLmsa He Tpsibea
Aa ce Konupar, OCBEH KoraTo ToBa €
HanoXMWTEIHO.

e Documents or electronic files containing
Confidential Information should be promptly
removed from meeting/conference rooms and
work areas after meetings have concluded.

o JlokyMeHTUTEe U JUrnTanHuTe Konus ¢
KoHdmaeHumanHa nigopmaums Tpsioea
CBOEBPEMEHHO fa Ce OTCTpaHsaBaT OT 3anu 3a
cpelwm n paboTHM MecTa crief, NpuknioYsBaHe
Ha cpeluuTe.

e Documents or electronic files containing
Confidential Information should not be
discarded or left where others can retrieve
them; extra copies of such documents or
electronic files should be shredded or
otherwise destroyed.

o JlokyMeHTUTEe U JUrnTanHuTe Konusi ¢
KoHdpnaeHumnanHa nigopmaLms He ce
N3XBBPMAT U HE Ce OCTaBAT Ha MecTa, Ha
KOUTO HSKOM MOXe Aa ' Hamepu v U3Nons3ea;
OOMBbIHUTENTHUTE KONUS OT TakuBa JOKYMEHTU
W gurMTanHy Konus ce wpeavpar unm ce
YHMLLOXaBaT No Apyr Ha4uH.

Services provided by Third Parties engaged to
process Company Information should be governed
by formal confidentiality and data processing
agreements.

Ycnyrnte, npegoctaseHn OoT TpeTu CTpaHn, KoUTo
obpaboTeaTt nHgpopmaumsa Ha KomnaHusita Tpsséesa
Aa ce ynpasnsaBaT Ha 6a3aTa Ha CKMYeHN
J0roBopu 3a KOHUAEHUNANHOCT Ha
nHpopmaumsTa n obpaboTkata Ha JaHHW.
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