ObHau MNpewsc MeTtanc bbnrapus
Dundee Precious Metals Bulgaria

Privacy Notice - Contractors

HacTtoswarta [leknapauuns 3a noBepuTeNHOCT
ypexaa cbbupaHeTo, obpaboTBaHeTO U
CbXpaHeHneTo Ha BawwnTte nuyHu gaHHu, B
kayecTBoTO Bun Ha:

(i) dwmsnyecko nuue, KOETO OT CBOE UME e noaarno
odbepTa 3a CKknoYBaHe Ha 4OroBop/ CKMYNIIO e
goroop ¢ [Ipy>xecTBOTO unu e nogano odepTta
3a CKIMYBaHe Ha JOroBop/ CKIIYMMIO e
[orosop ¢ [ipy>kecTBOTO B KAYECTBOTO CU Ha
3aKOHEH MK YMbITHOMOLLEH NpeacTaBUTeN Ha
topugudecko nuue (,BrHweH nansnHuten®);
unm

(i) cnyxxuTten Ha BbHWEH n3nbnHUTEN, KOWTO
B3aumopgewncTea ¢ [Ipy>KeCcTBOTO BbB Bpb3ka C
nofdaBaHe u pasrnexgaHe Ha odepTa n/mnm
CKINIOYBAHETO M U3MbITHEHNETO Ha JAOroBOp C
[pyxecTBOTO MM BbB Bpb3Ka C APYru
BBHMPOCH, KacaeLly OTHOLLEHUsITa Mexay
OpyxectBoTo 1 Bawwns pabotogaten (,Jluue 3a
KOHTaKT®).

01. KakBu nM4HM gaHHM cbOupame?

B 3aBuncMMocCT oT [py»ecTBOTO, C KOETO
B3aMModencTeaTte, agMMHUCTPaToOp Ha BalunUTe
NUYHM gaHHu e JbHom MNpewbc MeTtanc Yenoney*
EA EMK 122003576, aaHHu 3a KoHTakT: ObnacT:
Cocpusa, ObwuHa: Yenoneu, c. Yenoney, n.k. 2087;
~-AbHan MNMpewsc Metanc Kpymoerpag® EAL EVK
122054432, paHHu 3a koHTakT: Obnact: Kepaxanu,
O6wwHa: Kpymosrpag, rp. Kpymosrpag, n.k. 6900,
yn. Xpucto botes Ne 1.; "Pucopcns MeHUmKMBHT
Cupsucus" OO0, ENK 130570231, rp. Cocpus
1000, O6nact Codusa (ctonuua), ObimHa
CronuyHa, PaiioH p-H Cpepgeu, yn. CbbopHa,

Ne 2A, erT. 4.

AKO cTe BbHLIEH U3NBbNHUTEN, HUE MOXEM Aa
obpaboTBame criefHMUTe KaTeropumn NIMYHU AaHHMU,
KOUTO ce oTHacAT Ao Bac:

— TpU MeHa, gaTta Ha paxgaHe, EMH, agpec,
HOMep Ha N4yHa KapTa, TenedoHeH HoMep,
€NeKTPOHEH agpec, No3nuusl, HoMep Ha
OaHKoBa CMeTKa, POACTBEHUN BPb3KK;

— (hMHaHCOBM NPENOPBLKY;

— BMAeo3anucu ot BuaeoHabniogeHue;

— eBeHTYyarHu CBbP3aHOCTUN C Nuua,
3aemMalum nybnmyHa AnNbXHOCT, U
npuTexasaHe Ha OsM0BE B Pa3finyHu

OpYXXecTBa — 3a LenuTe, NOCOYEHN B ToYka
2, bykea “f” no-gony;
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The present Privacy Notice describes the collection,
processing and storage of your personal data as a:

(i) Natural person who has submitted on his/her
own behalf a quotation for signing a contract
with the Company/ has signed a contract with
the Company, or has submitted a quotation for
signing a contract/ has signed a contract with
the Company in his/her role as a legal or
authorized representative of a legal entity (“third
party contractor”); or

(i) Employee of a third-party contractor, who
interacts with the Company on the submission
and review of a quotation and/or the signing
and execution of a contract with the Company,
or on other matters referring to the relations
between the Company and your employer
(“contact person”).

01. What types of personal data do we collect?

Depending on the Company you interact with, the
controller of your personal data is ,Dundee
Precious Metals Chelopech® EAD, BIN 122003576,
contact details: District: Sofia, Municipality:
Chelopech, 2087, Chelopech village; ,Dundee
Precious Metals Krumovgrad“ EAD, BIN
122054432, contact details: District: Kardzhali,
Municipality: Krumovgrad, town of Krumovgrad,
6900, 1 Hristo Botev Str.; ,Resources Management
Services* OOD, BIN 130570231, Sofia 1000, Sofia
District (capital), Sofia Municipality, Sredets District,
2A Saborna Street, 4th floor.

If you are a Third-Party Contractor, we can process
the following categories of personal data related to
you:

— names, date of birth, personal ID number,
address, ID card number, telephone, email
address, job position, bank account
number, family relations;

— financial references;
- video surveillance footage;

— potential affiliations to public officials and
ownership of shares in various companies —
for the purposes under item 2, letter “f’
below;
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— nHdopmaumsa BbB Bpb3ka C AENCTBUS,
KOUTO CTE M3BBPLUMAKX NO NOBOA U B
N3NbIHEHME HA AOroBOP, CKITHOYEH C
[pyxecTBOTO, MHGOPMaLMSA 3a UMYLLECTBO,
koeTo Bu e npegocTtaBeHo 3a cryxebHo
n3nonseaHe, MHpopMaLms BbB Bpb3ka C
HapyLEeHUs U UHUMOEHTM NO BPEME Ha
N3MbITHEHNE Ha OOrOBOP CKITHOYEH C
[pyxecTBOTO, MOTPEOUTENCKO UME B
aKTUBHA OMPEKTOPUS U NoKauus;

— B cry4yan ye nsnonasaTte MHOPMaLMOHHM
cMcTeMU 1 pecypcu Ha [pyxecTBoTO —
MHGOPMaLMS OTHOCHO M3NON3BAHETO UM
(Hanp. BNMCBaHE B 1 M3nusaHe oT
NPUIoOXeHWs, Cb3faBaHe, mogndpuumnpaHe
n/vnn n3TpmeaHe Ha annose, 4OCTHLN 4O
WHTepHeT cantoBe, MMe Ha KOMMIOTHP,

IP agpec n npubnuantenHo reorpadcko
nonoxeHve, 6asmpaHo Ha Hero);

— OPYrn aHHW, KOUTO CTEe HWU NPeaOCTaBUm
npv nogaBaHe Ha odepTa/ CKnovBaHe Ha
[0roBop.

Ako cTe Jlnue 3a KOHTaKT, HUE MOXeM aa
obpaboTBame criegHUTE KaTeropumn NUYHMU SaHHuU,
KOUTO ce oTHacaT oo Bac:

— TPY UMeHa;
— eNeKTPOHEH afpec, TenedOoHeH HoMep.

Bue HM npegocTaBATe NUYHUTE CU AAHHU
AobpoBoIHO, KaTo Te ca HeobxoamMmu, 3a Aa
pasrnegame nogageHa odepta u, ako Ta 6bae
ofobpeHa, oa ckounm gorosop. AKO He HU
npeaocTaBuTe NIMYHUTE CU AaHHW, HAMA [a e
Bb3MOXHO Aa pasrnegame nogageHata odepta
n/unu ga cknoYnm gorosop.

02. 3awo ca HM HeobxoaMMM NUYHUTE Bu
OaHHn?

Ako cTe BbHLIEH nanbnHuTen, obpaborsame
BawmTte nuyHn gaHHm 3a cnegHuTe uenu:

a. pasrnexpaHe Ha nogageHa ot Bac/ nuueto
KoeTo, NpeacTaBnaBaTe odepTa 3a
CKntoYBaHe Ha Jorosop ¢ [pyxecTBoTo;

b. ako e npunoxunmo — naeHTudpnLumpaHeTo Bu
KaTo npeacTaBuTEN Ha NMLUETO, OT YNETO UME
cTe noganu odepTa, U yCTaHOBSABAHE Ha
HanMumMeTo N obxeaTta Ha nNpeacTaBuTeNHaTa
Bwu Bnacr;

C. CKMoyBaHe Ha oorosop ¢ Bac/ nuueTo, koeto
npeacTaenasarte, U HEroBOTO NOCMeaBaLLo
M3MbIHEHWE, U3MEHEHME, NpekpaTaBaHe,
oTYMTaHe, KakTo U KOHTPOI BbPXY
N3MbIHEHUETO Ha 3abIDKEeHUATa Mo
[10roBopa;
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— information about your actions with
reference to or in execution of a Contract
signed with the Company; information about
assets made available to you for job-related
purposes; information on violations and
incidents at work during the execution of a
Contract signed with the Company;
username in an active directory and
location;

— if you've been granted access to the
Company’s IT systems and resources —
information on your actions as a user (e.g.
applications log ins/ log outs, file create,
modify and/or delete actions, access to
websites, PC name, IP address and
applicable relative physical location);

— any other data which you have provided us
with when submitting a quotation/ signing a
Contract.

If you are a Contact Person, we can process the
following categories of personal data related to you:

— Full name;
— Email address, phone number.

You provide us with your personal data voluntarily,
where necessary, so that we can review the
quotation you’ve submitted, and if it is approved, to
sign a Contract. Failure to provide your personal
data would mean that we would be unable to review
your quotation and/or sign a Contract with you.

02. Why do we need your personal data?

If you are a Third-Party Contractor, we process your
personal data for the following purposes:

a. review the Quotation submitted by you/ the
entity you represent, for signing a Contract
with the Company;

b. if applicable — to be able to identify you as the
representative of the entity on whose behalf
you submit the Quotation, and establish the
nature and scope of the duties of
representation you’ve been entrusted with;

c. to sign a Contract with you/ the entity you
represent, and ensure subsequent Contract
execution, amendment, termination, reporting,
as well to monitor related performance;
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npeaocTaBsHe Ha AOCTbM A0 NOMELLEHNs,
aKkTnBKM, 06eKTU 1 MHPACTPYKTypa Ha
[pyxecTBOTO, ako TakbB AOCTbMN € Heobxoanm
3a UennTe Ha A0roBopa, CKIYEH C Hac, u
rapaHTMpaHe Ha TsiXHaTa CUrypPHOCT, Ypes
N3BbpLUBaHe Ha BMAEOHAOMOAEHNE, KaKTo U
3awmTa Ha MHPOPMAaLMOHHUTE CUCTEMU U
pecypcu Ha [py>KeCcTBOTO OT KOMMIOTbPHU
3annaxv 1 peakuus Npu MHUMOEHTK, Ypes
cbbupaHe Ha nHdopmaLms 3a N3Non3BaHETO
UM (ako usnonsesaTte UHPOPMALIMOHHN
cucTeMm N pecypcum Ha [pyxecTBoTo);

N3MbfHEHNE HA HOPMaTUBHO YCTAHOBEHW
3a4bIKEHUs Ha [py»KeCcTBOTO, NPOM3TUYaLLM
OT 3aKoHa 3a c4eTOBOACTBOTO, 3aKoHa 3a
OaHbUMTe BbpPXY AoXoauTe Ha dmandyecknte
nmua v gpyru npunoXxumm HopMaTUBHM
aKToBeE, KOHTPOI BbPXY U3NbIHEHNETO Ha
JOrOBOPHUTE 3a4bI/KEHUS U BbPXY
cnasBaHeTo Ha YTBbpAeHU B [IpyKecTBOTO
MONUTMKM, NpaBuna v NpoLeaypu, KakTo 1
pascnenBaHe Ha UHLMAEHTU B [Ipy>XeCTBOTO;

N3BbPLUBaAHE Ha aHTUKOPYMLMOHHA OLEeHKa,
npoBepKa, MOHUTOPUHT U, Npy He06XoANMOCT,
npeoLeHKa Ha pucka OTHOCHO Cna3BaHeTo oT
Bawa crtpaHa Ha BCUYKM HOPMaTUBHMU
N3MUCKBaHWA 3a NPOTUBOAENCTBUE CpeLLy
Kopynuwusi, uamama, nogkynm,
HepernameHTUpaHu nnawaHus, npaHe Ha
napw, ymuuneHo 60MkoTrpaHe Ha OeVHOCTMH,
KaKkTo 1 Hapeabw unmn NoCTaHOBMEHUS, KOUTO
ca 4acT OT NPUNOXMMO 3aKOHOAATENCTBO Ha
CbOTBETHUTE ObpXaBK, BKIMIOYUTENHO
KaHafgckmsa 3akoH cpelly kopynumsaTa Ha
YyxxgecTpaHHu nuua, 3aemawm nybnmyxHa
ONMBXHOCT Y aMepPUKaHCKMS 3aKoH cpeLly
KOPYMNLUMOHHN MPaKTUKM B YyXXOMHa,
NPUNOXMMOTO €BPOMNenNcKo N 6bnrapcko
3aKOHOOATENCTBO, KaKTO U CNa3BaHeTo Ha
CbOTBETHUTE KOPMOPaTUBHU NOSNINUTUKN Ha
OpyxecTBoTO, BKItoYMUTENHO MNpaBunHuka 3a
GusHec noBegeHWE 1 eTMKa, KaKTo 1
MonuTunkaTa cpeLly NOAKYNu U Kopynuus,
MonutukaTa 3a TbpryBaHe C LIEHHU KHWXa oT
CTpaHa Ha nvua, pasnonaraliy ¢ BbTpeluHa
nHpopmaums n MNonutnkaTta 3a onosecTaBaHe
Ha nHdopmaums;

3a BbTPELUHM aMUHUCTPATUBHN LIENU, KaKTo €
onucaHo no-gony, nopagu KoeTo
npegocrasaMe Ha Bawwy nnyHu gaHHM Ha
apyru gpyxectsa oT rpynarta AMNM;

pasrnexagaHe Ha curdanu npmn HepeaHocTu B
cboTBeTCTBME C [IpasunHuka 3a busHec
emuka u nosedeHue v lNonumukama 3a
roGasaHe Ha cuaHarsu rnpu HepedHocmu.

DPMB FD 20-1-1.1 Privacy Notice - Contractors v-5
Page 3 0of 9

d.

Heknapauus 3a NOBepPUTENHOCT —
BLHLWHM U3NbAHUTENN

koa | code: FD 20-1-1.1
Bepcus | version: 5
B cuna or | effective: 14.06.2021

provide access to Company premises, assets,
sites and infrastructure, if such access is
required for contractual purposes and ensure
their safety through video surveillance, as well
as the safety of Company IT assets against
security threats and incident response, by
collecting information about their applicable
use (if you are a user of Company IT systems
and resources);

ensure the Company’s statutory compliance
with the provisions of the Accountancy Act, the
Personal Income Tax Act and other applicable
regulations; ensure monitoring of your
contractual performance and compliance with
Company policies, rules and procedures, incl.
the investigation of incidents, etc.;

conduct an anti-corruption evaluation, review,
monitor and, if needed, re-evaluate any risks
regarding your compliance with all statutory
requirements for combating corruption, fraud,
bribery, unauthorized payments, money
laundering, deliberate boycott of activities;
ensure compliance with regulations or
provisions that are part of the applicable
national legislation, including the Canadian
Corruption of Foreign Public Official Act and
the US Foreign Corrupt Practices Act, the
applicable European and Bulgarian legislation,
as well as compliance with relevant Company
policies, including the Code of Business
Conduct and Ethics, as well as the Anti-bribery
and Anti-Corruption Policy, Trading with
Securities by Persons Who Are in Possession
of Insider Information and the Disclosure of
Information Policy;

for internal administrative purposes, as
described in details below, where, in view
thereof, we disclose your personal data to
other DPM subsidiaries;

Review any whistle blows, as per the terms of
the Company’s Code of Business Conduct and
Ethics and its Speak Up and Reporting Policy.
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Ako cTe Jluue 3a KoHTakT obpaboTBame BawwuTe
NNYHW JAHHK 33 LieNnTe Ha ocbliecTBsiBaHe/
nogAabpKaHe Ha KOHTAaKT U pa3MsHa Ha
KOpecnoHAeHUNS BbB Bpb3Ka C NofgaBaHe Ha
odepTa U/ nnu cKNo4YBaHe 1 U3NbIHEHNE Ha
porosop mexay [OpyxecTBoTo 1 BuHwweH
U3NbNHUTEN NN BbB Bpb3Ka C APYrn BbMpoCH,
KacaeLllm TbProBCKMTE OTHOLLEHNSI MeXay Hac U
Bawumsa pabotogaren, kakTto u ¢ ornea
pasrnexgaHe Ha curHanu npu HepeaHocTu B
CcboTBeTCTBME C [IpasursHuka 3a bu3Hec emuka u
rnosedeHue v lNonumukama 3a nodasaHe Ha
cuzHarnu rpu HepedHocmu

03. Ha kakBO oCHOBaHue o6paboTBame NUYHUTE
BW AaHHU?

3a pga obpaboTreame nmuHNTE By gaHHK, e
HeobXoaMMO Aa CbluecTByBa BanuaHo npasBHo
OCHOBaHwe.

AKO cTe BbHLUEH U3nbnHUTEn, B 3aBUCMMOCT OT

uenuTe, HMe obpaboTBame nuYHMTE BM gaHHKU Ha

cneaHnTe OCHOBaHUS:

(i) ako cte noganu ogepTa OT CBOE UME —
N3MbIHEHWE Ha AOroOBOpP, MO KOMTO CTe CTpaHa,
1 npegnpvemMaHe Ha cTbnku no Balle nckaHe
npeau CKNoYBaHETO Ha 4OroBopa — 3a uenuTe,
nocoyeHu B OykBYM a, C, Ha ToYKka 2 No-rope;

(i) m3anbnHeHMe Ha HOpMaTUBHO YCTaHOBEHU
3aabKkeHus Ha [IpyXecTBOTO — 3a LenuTe,
nocoyeHu B OykBu e, f Ha To4ka 2 No-rope;

(iii) obpaboTBaHETO € HEOOXOAUMO 3a
peanuaupaHe Ha NermTMMHUTE NHTepeCHU Ha
OpyXecTBOTO — 3a LenuTe, NocoYeHn B Bykeu
a, b u c (koraTo gencreare kaTo npegcrTaBuTenN
Ha KpPUaNYEcKo nuue), KakTo 1 3a uenuTe no
Oyksu d, f, g Ha To4Yka 2 no-rope, 1, ako cTe
pascrneaBaHo nuvue — 3a uenurte no oykea h;

(iv) BaweTo cbrnacue — 3a uenute no 6ykea h no-
rope, ako cTe nuLe, KOeTo nogasa CUrHan.

Ako cTe Jluue 3a KOHTaKT, obpaboTBamMe NU4HUTE
Bv gaHHM Ha OCHOBaHWE NErMTUMHUTE MHTEPECU Ha
[pyxecTBOTO, a HAKOM cnyyam 1 Tesun Ha Baluus
pabotoaarten. Korato o6pabotBame nuyHuTe Bu
AaHHU 3a uenuTe pasrnexgaHe Ha CUurHanm npu
HepeaHOCTW, OCHOBaHMETO 3a TakoBa 0bpaboTBaHe
e BawerTo cwrnacue (ako Bue nogasare curHan),
CbOTBETHO, NErMTUMHUTE UHTEPECU Ha
[pyxecTBOTO (aKko CTe pa3cneaBaHo nuue).

Korato obpaboTtBame nuyHuTe Bu gaHHM Ha
OCHOBaHWe NerMTMMHU UHTEpPecK Ha [pyxecTBOTO,
TE3U MHTEPECH ca CBbpP3aHMu C:

— rapaHTMpaHe Ha CUrypHoOCTTa Ha
nepcoHana, NnoMeLleHusaTa, cuctemmuTe m
akTnBuTe Ha [py>KecTBOTO, BKIIOUUTEIHO
Ha MHOPMAaLMOHHUTE pecypcu Ha
[OpyxecTBOTO;
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If you are a Contact Person, we process your
personal data in order to establish/ maintain contact
and exchange correspondence regarding the
submission of a quotation and/or the signing and
execution of a Contract between the Company and
a third-party contractor, or on other matters related
to the commercial relations between us and your
employer, as well as in order to review any
whistleblowing, as per our Code of Business
Conduct and Ethics and Speak Up and Reporting
Policy.

03.1. What are the legal grounds for
processing your personal data?

In order to process your personal data, a valid legal
basis should exist.

If you are a Third-Party Contractor, depending on
the purposes, we process your personal data on the
following legal grounds:

(i) if you have submitted a quotation on your own
behalf - the execution of a Contract to which
you are a signatory, and the undertaking of
certain steps, required by you, prior to signing
the Contract - for the purposes set out in letters
“a” and “c” in Item 2 above;

(i) compliance with the Company’s statutory
obligations — for the purposes set out in letters
“e” and “f” in Item 2 above;

(iii) Personal data processing is necessary for
ensuring that the Company’s legitimate
interests are met — for the purposes set out in
letters “a“, “b” and “c” (when you represent a
legal person), as well as letters “d”, “f’, “g” of
item 2 above, and letter “h”, if you are an
investigated person;

(iv) Your consent — for the purposes set out in letter
“h” above, if you are the whistleblower.

If you are a Contact Person, we process your
personal data on the grounds of the Company’s
legitimate interests and on some occasions — those
of your employer. When we process your personal
data in order to review any whistleblowing, the
grounds for such data processing is your consent (if
you are the whistleblower), respectively the
Company’s legitimate interests (if you are the
investigated party).

When we process your personal data pursuant to
the Company’s legitimate interests, these interests
shall be related to:

— ensuring the security of Company staff,
premises, systems and assets, incl. all IT
resources;
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— cnasBaHe Ha HOPMaTUBHUW UMW BbTPELLUHO-
KOpnopaTuBHU U3NCKBAHUS, MPUMOXUMN
cnpsamo [JpyXecTBOTO wu/unu rpynaTta, KbM
KOATO NPUHAANEXW, BKIIOYMTENHO TaKMBa,
KOMTO Cca CBbp3aHu C pascregsaHe Ha
WHUMAEHTW N HEPEeOQHOCTH, KaKTo 1 TakMBa,
KOMTO, Ca CBbp3aHu C yCTaHOBSIBaHE,
OLeHKa 1 npegoTBpaTtsBaHe Ha
NoTeHUMarnnHn KOpynuMoHHN PUCKOBE,
Npon3TMYaLLM OT OTHOLLEHUATa Ha
[py>xeCTBOTO C HACTOALLM M NOTEHLMAMNHN
KOHTpareHTu, u ¢ ePeKTUBHO
aHTUKOPYMLMOHHO ynpasreHue;

— HeOBXOAMMOCT OT NpefoCcTaBsHE Ha NNYHU
[AaHHW Ha Apyru ApyxecTBa OT HalwaTta
rpyna 3a BbTPELUHU aAMUHUCTPATUBHMA
Lenu, CBbp3aHu C N3BbPLUBaHE Ha
aHTUKOPYMLMOHHA OLEHKa U cra3BaHe Ha
BBbTPELUHW, KOPNopaTUBHM NpaBuna u
onpeneneHn 3akoOHOBW U3NCKBaHWS, KakTo U
C ynpaBrieHve Ha JOrOBOPHUTE OTHOLLEHWS
Ha [dpyXeCTBOTO, BKMIOYUTENHO, HO He
camo nperneg n ogobpeHve Ha
CbOTBETHUTE JOrOBOPW.

— yCTaHoBsIBaHe 1 NoaabpKaHe Ha
TbProBCKM OTHOLUEHUsI Mexay [1py>KeCcTBOTO
N CbOTBETHMS BbHLUEH M3NbNHUTEN,
BKMIOYUTENHO, pasrnexaaHe Ha odepTu,
CKMIOYBaHE U U3MbIIHEHME Ha JOroBOPY,
KaKTO U, aKo € NPUNoXmMmo —
yOOCTOBEpSIBAHE HA HagnexHata Bu
npeacTaBuTeNHa BMNacT.

04. KakBo npaBuM cbC CbOpaHUTE NMUYHU
OaHHn?

XOCTUHIBT U CbXpaHeHneTo Ha Bawwnte gaHHu ce
n3BbpLIBaT B 060Cc06EeHN 3a LenTa CbpBbpHU
nomeLLieHUs, KOUTO Ce HaMmupaT Ha TepuTopuaTa Ha
OrNMM Yenoney n ANM Kpymosrpag.

WN3non3seat ce n 06nayHn peLleHns, XOCTUHIbT Ha
KOUTO € B:

— [epmaHus;
— CbeavHeHn amepuKaHCKuM LWwaru;
— Kanapga.

3a uenute Ha cbxpaHeHue Ha Bawu nuyHn gaHHm
B CALL 1 KaHaga ce n3nonaeart 00nayHu peleHus
Ha MankpocoT, kaTo TpaHChepsLT ce
ocbllecTBsiBa Ha 6a3a Ha CTaHgapTHM 4OroBOpPHMU
knayau, ogobpeHn ot EBponerickata KoMucus.
Konwne oT Te3n knaysun moxe ga nonydmte, kaTo ce
cBbpxeTe ¢ [IpyXeCTBOTO Ha KOHTaKTUTE,
NnocoYeHun no-aony.

OpyxectBoTO 06bpaboTsa nuuHMTE By AaHHM ¢
aBTOMATUYHU (M3LSNO WY YAaCTUYHO) U C
HeaBTOMAaTUYHU CPELCTBA, KaKTO crefBa:
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— compliance with legal or in-house
requirements, applicable to the Company
and/ or the DPM group in general, incl.
requirements related to the investigation of
incidents and violations, as well as those
related to the identification, assessment and
prevention of potential corruption risks,
arising from the Company’s relations with
current and potential contractors, and
ensuring effective management of anti-
corruption issues;

— the necessity to provide personal data to
other subsidiaries within the DPM group for
internal administrative purposes related to
conducting anti-corruption evaluations and
compliance with in-house corporate rules
and certain legal provisions, as well as to
manage the Company’s contractual
relations, including but not only, review and
sign-off of related Contracts.

— Establish and maintain commercial
relations between the Company and the
respective third-party contractor, incl. review
of quotations, the signing and execution of
Contracts, as well as to certify your proper
representative authority, if applicable.

04. How do we handle the personal data we
collect?

Your personal data is hosted and saved in
dedicated server rooms onsite DPM Chelopech and
DPM Krumovgrad.

We also use cloud services hosted in:

— Germany;
—The USA,;
— Canada.

We use Microsoft cloud services for personal data
hosted in the USA and Canada. Data transfer is
based on standard contractual provisions endorsed
by the EU Commission. To obtain a copy of these
provisions, please use the contact details published
in this document.

The Company processes your personal data by
automatic (fully or partially) and non-automatic
means, as follows:
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— ABTOMaTMYEH Ha4MH Ha obpaboTBaHe —
4ypes eneKkTPOHHM CPeACTBa 3a 3anucBaHe,
aHanu3 n cbxpaHsiBaHe Ha nHopMaLms;

— HeaBTOMaTu4eH HaunH Ha obpaboTBaHe —
ypes noaabp)KaHe Ha XapTUEH HOCUTEN.

Bcuukn enekTpoHHM U XapTUeHN HOCUTENMN,
CbObpXKalLW NMMYHM SaHHW ca HaA1EXHO 3alMTEHM
CbC CbOTBETHUTE OpPraHM3aLUMOHHN U TEXHUYECKN
MepKu cnopes nsnckBaHusaTa Ha Obuwjus
peanameHm 3a 3aujuma Ha u4yHUmMe 0aHHU
(PeanameHm (EC) 2016/679).

OpyxecTBOTO NpefocTassa Bawm nnyHmn gaHHM Ha
apyrv gpyxectsa ot rpynata Ha AlNM, kouTo ce
HamupaT B KaHaga, Cbpbus u Hamunbus. Toau
TpaHcdep ce OCbLLECTBABA 3a BbTPELLHU
agMUHUCTPATUBHU Lienu, ocurypsisaHe Ha
Bb3MOXHOCT fa usnbnHaeaTte Bawmnte gorosopHu
3a4bIKEHUS, OCUTypsiBaHe CrMa3BaHETO Ha
BbTPELUHM W KOpropaTUBHW NpaBuna
(BKMOYUTENHO, MPU Bb3HMKBAHE Ha UHUMAEHTHN, Ha
curHanu npyv HepeaHoCTU B CbOTBETCTBUE C
lNpasurnHuka 3a busHec emuka u rnogedeHuUe
lMonumukama 3a nodasaHe Ha cueHasu rnpu
HepedHocmu v ap.).

Tosun TpaHcdep ce ocbLlecTBsBa NpW cna3BaHe
nancksaHuaTa Ha Obwus peanameHm 3a 3auwuma
Ha daHHU, 1 No-cneumarnHo — Bb3 OCHOBa Ha
CrtaHgapTHU JOrOBOPHU Krayau, ogobpeHu ot
EBponenckaTta koM1cKsl, KaTo MO OTHOLLEHUE Ha
KaHapa nma v peweHne Ha EBponeickata
KOMUCUS, C KOETO TA ce e npousHecna, Yye KaHaga
ocurypsisa alekBaTHO HMBO Ha 3allMTa Ha NUYHUTE
AaHHn. Konune ot CtaHOapTHUTE JOrOBOPHU Knaysu
MOXe [a Nnony4uTe, KaTo Ce CBbPXEeTe C
[pyXecTBOTO Ha KOHTaKTUTe, MOCOYEHMN NO-J01Yy.

HocTtbn o BawunTte nNMyHM AaHHWM UMaT crnegHuTe
nvua, gencTealym KaTto Hawm obpaboTeawm, ¢
KOMTO CMe CKMYNUIM CbOTBETHM CNopasyMeHus 3a
obpaboTBaHe Ha NIMYHW OAHHMU:

— OpYyXecTBa, ocurypsisalliy ycnyru 3a
HabnoaeHue 1 3almTa Ha
WHPOPMAaLIMOHHUTE CUCTEMU U Pecypcu Ha
[pyXecTBOTO OT KOMMOTLPHM 3annaxu, u
peakuus npu nHUMaeHTn, kato Rapid7, Inc.,
KaTo B TO3M criyvan Bawm nuyHn gaHHu
mMoraT aa 6bvaart gocteneanm ot CALL,
ABcTpanus n VipnaHauns, Bb3 OCHOBa Ha
CTaHgapTHM SOroBOpHM Krayau, ogobpeHun
oT EBponerickaTta Kommcusa — ako
nsnonssaTe MHPOPMAaLMOHHU pecypcu Ha
[OpyxecTBOTO;

— 0OCTaBYMLM Ha CUCTEMM 3a yrpaBrieHne Ha
paboTaTta, BKMYUTENHO, HO HE CaMo B
pyOHVKa, cuctemMn BbB Bp. ¢ PUHaHCH,
HocTtaBku u gp.;
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— Automatic data processing — by digital
means for information recording, analysis
and storage;

— Non-automatic data processing — data is
kept on hard copy.

Personal data kept on digital and hard copies is
duly protected by appropriate organizational and
technical means in accordance with the
requirements of the General Data Protection
Regulation (Regulation (EU) 2016/679).

The Company discloses your personal data to other
DPM subsidiaries based in Canada, Serbia and
Namibia. This data transfer serves internal
administrative purposes, ensuring the performance
of your contractual obligations, compliance with in-
house and corporate rules (incl. in the event of
incidents and whistleblowing with reference to the
Company’s Code of Business Conduct and Ethics
and the Speak Up and Reporting Policy, etc.).

This data transfer is done in compliance with the
provisions of the EU’s General Data Protection
Regulation, and more specifically with the standard
contractual provisions endorsed by the EU
Commission. Regarding Canada, the EU
Commission has issued an official statement,
confirming that Canada applies an adequate level
of personal data protection. To obtain a copy of
these standard contractual provisions, please use
the contact details published in this document.

Your personal data may be accessed by the
following parties who act as our data processors
and with whom we’ve signed respective data
processing agreements:

— companies that provide services for the
monitoring and protection of the Company’s
IT systems and resources against cyber
threats, incl. response to incidents, e.qg.
Rapid7 Inc. In these cases your personal
data may be accessed from the US,
Australia and Ireland on the grounds of
standard contractual provisions endorsed
by the EU Commission, if you are a user of
the Company’s IT resources;

— Vendors of operational software, including
but not only software used for mining
operations and systems, as well as by the
Finance, Supply and other in-house
departments;
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— oXpaHuTenHun prpmn Ha [pyxecTBoTo,
BKIMIOYUTENHO, HO HE caMo, ,Tenenon”
EOO[;

— ApyxecTBa, NpefocTaBaALLm yCnyru,
CBbpP3aHu C U3BbpLUBaAHETO Ha
aHTMKOPYMUMOHHA oueHKa, kaTo Steel
Compliance Solutions, Inc.

TpeTu nuua HAMa fa MMat A4OoCThN OO0 BaLUuTe
AaHHW, OCBEH aKo TOBa He e NpeaBuOEHO B
NPUIOXUMOTO 3aKoHoAaTencTBo Ha Penybnvka
Bvnrapus.

05. Konko gbnro cbxpaHsiBame nM4HuUTe Bu
OaHHN?

CbxpaHsaBame nnyHuUTe Bn AaHHM 3a cpoka Ha
NPOOBIPKUTENHOCT Ha CbOTBETHUSA 4OrOBOP U A0
ypexaaHe Ha BCUYKM nocreauum ot Hero. AKo e
NpUNoXxmmo, nuyHnTe Bn gaHHn, o6paboTeBaHmu C
uen n3gaBaHe Ha CY4eTOBOAHW/(OMHAHCOBM
AOKYMEHTW 3a OCbLUECTBABaHE Ha AaHbYHO-
OCUIypPUTENEH KOHTPON LLE Ce CbXpaHsBaT 3a CPOK
oT 11 (egnHageceT) roauHn, OCBEH ako B paMKuTe
Ha TO3M CPOK Te ca CTaHanu Heobxoanmu 3a
yCTaHOBSABaHeTO, YNpaxHsBaHeTo unu 3awuraTa
No eBeHTyanHun NpaBHU NpeTeHun nnn cbaebHn/
agMMHUCTPaTUBHW NPOM3BOACTBA, 3aBedeHMN OT
unu cpewy OpyxecTBoTo. B TO3M criyyan nuyHute
Buv gaHHM Wwe ce cbxpaHsaBaT 40 OKOHYaTENHOTO
MPUKMoYBaHe Ha CbOoTBETHATa npoueaypa, BbB
BPb3Ka C KOATO Ce CbXpaHsBar.

B cnyyan, 4ye nocetute oucute Ha [pyxecTtBoTo
3a uenuTe Ha nogasaHe Ha odepTa n/unm
CKItoYBaHe/ U3nbIHEHNE Ha CbOTBETHUSA AOrOBOP U
6baeTte obekT Ha BUAgeoHabnogeHne, CbOTBETHUTE
BMAE03anuncK e ce CbXpaHsaBaT 3a Cpok OT 2 (ABa)
Meceua cnepf n3rotBAHETO.

[aHHMTe 3a U3non3BaHeTo Ha MHOPMaLMOHHUTE
cucTemMmn Ha [1py)XecTBOTO, ako € MPUoXnmMo, ce
nassiT 3a cpok ot 13 (TpuHageceT) meceLa.

Cnepn nsTnyaHe Ha CPOKOBETE, NOCOYEHU Mo-rope,
NUYHUTE By gaHHu We 6bAaT YHULLOXKEHW.

AKo xenaeTe ga nony4uTe noeeye MHGopMaums
OTHOCHO MpaBunara 3a 3arnasBaHe Ha fIMYHUTE
JAaHHW, MONA NOMCKaNTe OOCThN A0 HallaTa
lMonumuka 3a 3awjuma Ha daHHume (Data
Protection Policy).

06. KakBu ca BawwuTte npaBa?

(i) MpaBo Ha JoOCTbLN M NPaBO Aa NoNAy4YmTe Konve
OT nnyHute Bu faHHm

MmaTe npaBo ga nony4ute NOTBbPXKAEHUe Aanm
obpaboTBame Balum nmyHmM gaHHu. Ako ToBa e
Taka, MoXe Aa nonyyute gocTbn Ao Bawwnte nuyHu
AaHHU 1 0o onpeaeneHa MHopmauus 3a ToBa Kak
Te ce obpaboTaar.
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— Security companies contracted by the
Company, including but not only Telepol
EOQOD;

— Service providers who conduct anti-
corruption evaluations, e.g. Steel
Compliance Solutions Inc.

Third parties shall have no access to your personal
data, unless envisaged by the applicable law of the
Republic of Bulgaria.

05. How long do we retain your personal data?

We shall retain your personal data for the duration
of the respective Contract and until all
conseguences ensuing thereof have been settled.
Any personal data which is processed for issuing
accounting/ financial documents for tax and social
security control shall be retained for a period of

11 (eleven) years, except when within the quoted
period this data has been necessitated to establish,
execute or ensure protection from legal claims and
court/ administrative litigations filed by or against
the Company. In these cases, your personal data
shall be kept until the final completion of the
respective procedure for which the data was kept.

When you visit the Company’s offices to submit a
guotation and/or sign/ execute the respective
contract and become object of onsite video
surveillance, the footage shall be stored for 2 (two)
months from the date of its recording.

If applicable, data regarding the use of Company
IT systems shall be retained for a period of
13 (thirteen) months.

After expiry of all above mentioned terms, your
personal data shall be destroyed.

Should you wish to receive more information on
personal data retention rules, please ask for a copy
of our Data Protection Policy.

06. What rights do you have?

(i) Right of access and right to receive a copy of
your personal data

You have the right to receive confirmation whether
we process your personal data. In such cases, you
may be granted access to your personal data and
to certain information as to how it is processed.
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(i) Right to rectification

NmaTte npaBo Aa NnouckaTte KopurnpaHe Ha Bawwute
JTIMYHN JaHHWU, aKO Ca HETOYHU UM HENDBITHN.

(iif) NpaBo Ha nsTpmBaHe (,NpaBo Aa 6baeLl

3abpaBeH")

Mmate npaBo aa nouckaTe nstpmeaHe Ha Bawwute
NWYHM JaHHW, KOoraTo Beve He ca Heobxoaumu 3a
uenuTe, 3a KOMTo ca cbbpaHun nnmn obpaboTeaHn No
APYF HA4MH, KaKTO U B ApYru cnydauv, NpeaBugeHn B
NPUMIOXUMOTO 3aKOHO4ATENCTBO (Hamnp. ako ca
Ovnn obpaboTBaHM HE3aKOHOCHOOPAa3HO).

(iv) NpaBo Ha orpaHn4yaBaHe Ha 06paboTBaHETO

AKO ocrnopuTe TOYHOCTTa Ha Nn4HuTe By aaHHM 3a
nepuop, KOMTO HX NO3BONSsIBa A4a S MPOBEPUM,
KaKTo 1 B ApYru criy4an, npeaBuaeHn B
AencTBaloTo 3aKoHO4AaTesNCTBO, MOXe Aa
novckate orpaHu4aBaHe Ha obpaboTBaHeTo Ha
Bawum nuyHn gaHHuw.

(v) MpaBo Ha NpeHoCUMOoCT

NmaTte npaBo Aa nonyynTe fiMyYHU daHHW, KOUTO ce
oTHacsAT Ao Bac 1 kouTo cTe HM NpegocTaBunu, B
CTPYKTYpUpaH, LUMPOKO M3MNO0N3BaH U NPUrodeH 3a
MaLLMHHO YeTeHe dopmaT, KakTo U NPaBoTo Aa
NpPexsbprmTe Te3n NUYHN JaHHW Ha Apyr
aOAMUHUCTPATOP Ha NMNYHU OaHHWK, KOoraTto
0bpaboTBaHETO Ha TakMBa JINYHU JAHHU:

— € OCHOBaHO Ha Cbrnacune nnm Ha gorosop C
Hac; n
— Cé n3BbpLuBa No aBToMaTnU3npaH Ha4vyunH.

KoraTo cTe ynpaxHunm npaBoTo CU Ha
NPeHOCMMOCT, UMaTe NpaBo Aa nouckarte ot
IpyXecTBOTO AMPEKTHO Aa NPEXBbPIM NUYHUTE Bu
AaHHW Ha Opyr aAMUHUCTPATOp, KOraTo ToBa e
TEXHUYECKN OCbLLECTBUMO.

(vi) MpaBo Ha Bb3paxeHue

Mwmate npaBo, Ha ocHOBaHWs, cBbp3aHu ¢ BawaTa
KOHKpEeTHa cuTyauus, Aa Bb3pasuTe cpeLly
06paboTBaHe Ha NMYHU AaHHW, OTHACALWM ce A0
Bac, koeTo ce ocHoBaBa Ha NErMTUMHUTE NHTEpPECHU
Ha [pyxecTBoTO.
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You have the right to request rectification of your
personal data if it is inaccurate or incomplete.

(i) Right to erasure (“right to be forgotten”)

You have the right to request erasure of your
personal data, when it is no longer required for the
purposes for which it’'s been initially collected or
otherwise processed, as well as in all other cases
provided in the applicable legislation (for example, if
your personal data has been processed unlawfully).

(iv) Right to restriction of processing

If you contest the accuracy of your personal data for
a period that enables us to verify it, as well as in all
other cases envisaged in the applicable legislation,
you have the right to request restriction of the
processing of your personal data.

(v) Right to data portability

You have the right to receive any personal data
concerning you, and which you have provided us
with, in a structured, commonly used and machine-
readable format, as well as to transmit this data to
another personal data controller, whenever the
processing of such personal data is:

— based on mutual consent or a contract that
you’ve signed with us; and

— the processing is carried out by automated
means.

When you have exercised your right to data
portability, you have the right to request from the
Company to transfer your personal data directly to
another controller, when this is technically feasible.

(vi) Right to object

You shall have the right to object, on grounds
related to your situation, to the processing of
personal data concerning you, when this is based
on the Company’s legitimate interests.
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(vii) MMpaBo Ha oTTEernsHe Ha cbrnacue

MmaTe npaBo no Bcsiko BpemMe aa oTTernute
cbrnacueTo cu 3a o6paboTeaHe, koraTo ToBa e
NPUMNOXUMOTO NPaBHO OCHOBaHWE, KOETO HAMa Aa
3acerHe 3akoHocbobpasHoCTTa Ha 06paboTBaHETO,
M3BbPLUEHO Bb3 OCHOBA Ha JafeHoTo oT Bac
cbrnacue, npeau 1o ga 6vae otrerneHo. 3a uenta
MOXeTe [a usnonasaTe ctaHgapTHaTa [Jeknapaums
3a OoTTerndHe Ha cbrjlacume, KaTto 4 NoONbIHUTE Ha
peuenuusTa Ha [pyxecTBOTO U 1 OCTaBMTe Ha
BHMMaHWeTO Ha [paBeH oTaen, unu s uanpaTuTe
Ha NOCoYeHuNs No-A4oNy agpec Unu UMenn.

AKO nckaTe Ja ynpaxHuTe Hskoe oT BawwuTte npasa
U1 nMaTe BbNPOCKM OTHOCHO 06paboTBaHETO Ha
Bawwm nnyHn gaHHm, mons, cebpxeTe ce ¢ NpaBeH
otgen, agpec: "ObHau Mpewsbe Metanc Yenoney"
EAL, c. Yenoneu 2087, Cocuniicka obnact nnm Ha
umewnn: Data.Protection@dundeeprecious.com. 3a
uenTa, MoXeTe fa NonbfIHUTE CbOTBETHATa
ctangapTtHa FD 3asieka 3a ynpaxHsieaHe Ha npasa
Ha cybekma Ha O0aHHU, KOATO MOXeTe Aa nony4ure
Ha peuenumsa Ha [py>XecTBOTO UMM Mo enekTpoHHa
nowa. NpaBeH oTaen we pasrnega BaweTto
3anuTBaHe/onnakeaHe 1 B pamkute Ha 30 gHu oT
nonyyYyaBaHeTo My Lie nonyynte oTrosop. Mpu
HeoOXOAMMOCT TO3M CPOK MOXe Aa 6bae yabIKeH
c owe 2 (aBa) meceLa, KaTto ce B3eMa npeasug
CNoXHOCTTa 1 6pos Ha nckaHusTa. e Bu
UHdoOpMUpame 3a TakoBa yabikaBaHe B CPOK OT

1 (egvH) mecel OT NonyyaBaHe Ha
3anNnTBaHETO/ONMakBaHeTO M Le NOCOYUM 1
npuynHuTE 3a 3abaBsHeTO.

Ako cmaTaTe, Ye Bawunte nuYHM gaHHU He ca 6unu
00paboTeHn 3akoHOCHOOpPa3HO, MOXETE Aa ce
cBbpxeTe ¢ KomucuaTa 3a sawmra Ha Nn4HuTe
JaHHM 1 Ja nogageTe anoba.
(https://www.cpdp.bg/?p=pages&aid=6).
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(vii) Right to withdraw consent

You shall have the right to withdraw, at any time,
your consent for personal data processing when
this is the applicable legal provision which shall not
affect the legitimacy of the data processing
conducted on the grounds of your consent prior to
withdrawal. You can use a standard Consent
Withdrawal Form, fill it in at our Reception Desk and
leave it to be forwarded to our Legal Department, or
send it directly to the address or email indicated
further below.

If you wish to exercise your legal rights or have any
guestions regarding the processing of your personal
data, please contact our Legal Department at:
Dundee Precious Metals Chelopech EAD,
Chelopech Village 2087, Sofia District, or at email
Data.Protection@dundeeprecious.com. You can fill
in a standard FD Data Subject Rights Request
Form, available at our Reception Desk or by email.
Our Legal Department shall review or inquiry/
complaint and respond within 30 days of its receipt.
If needed, this deadline could be extended by
another 2 (two) months, considering the complexity
and number of requests. We shall inform you of any
such extension within 1 (one) month after receipt of
your inquiry/ complaint, and state the reasons for
the delay.

If you consider that your personal data has been
unlawfully processed, you may contact the Personal
Data Protection Commission and lodge a complaint
(https://www.cpdp.bg/?p=pages&aid=6).

C nogaBaHeTo Ha odepTa 3a CKNioYBaHe Ha 4OroBop/ CKMOYBAHETO HA [IOrOBOP MMM C NPeAoCTaBsiHE Ha
NVYHW JaHHKW 3a KaKkBa W [a e Apyra Ler, nocoyeHa no-rope, Bue notebpxaasare, Ye cTe NpoYenu u cte

HaOneXxHo 3ano3Har ¢ HacToswaTa [Jdeknapauus.

By submitting a quotation for signing a Contract/ by signing a Contract or by providing your personal for
any other purpose listed above, you confirm that you’ve read this Privacy Notice.
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